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?????? θ ????????? Fθ ???????????? Fθ(X)??????????
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? Fuzzy Vault Scheme
Fuzzy Vault Scheme[2] ? 2002?? A.Juels?MIT?M. Sudan????????????
??????????????????????????????????????? S ???
????? P ????????????????????????????????? P ???
– 11 –
? 2? ???????????????????
??????? Q????P ? Q?????????? S ????????????
Fuzzy Vault Scheme????? 2.8????
? 2.8 Fuzzy Vault Scheme????
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1. ??? S ???????????? S(X)??????
S(X) = S1 + S2X + · · ·+ SkXk−1
2. S(X)???????????????? F ???????????????????
?? C ??????????? L????????? B ?????????????
????? T ??????




1. ?????????? B′ ??????
2. V ???????????????????????????




5. B ? B′ ????????? S = S′ ??????? S ???????
??????????????????????
• S ? P?Q???????????
• P ? Q??????????????
• ???????????????????????????
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1. ??? A????????? C???????????.
2. C???? AD????????????????? (? 2.10)???????????
? ID??????????? sc??? ID? id????C? sc??????
3. A? C??????? pn??????C?H(id|pn)???????? (?????)pw
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1. ??? A????????? C???? 1??????
2. C ?????????????????? sc ??????????????????
?????????????? ID???????????? ID? id’???????
AD??????????????????? id’=id????




5. S??? r????????????? C????
6. S??r??????? pw?? a=Hpw(r)????????? Hpw()? pw?????
?????????????????
7. C??????? r? 3.????? pw’?????a’=Hpw’(r)??????C???













? Fuzzy Commitment Scheme???????????????
Fuzzy Commitment Scheme? 1999?? A.Juels?M.Wattenberg???????????























































1. ??????? X ?????????????? x ⊆ {0, 1}n ???????????
??????
2. ??R??m???????????????????????????? c????
?????????? x????? c?????????????????c ⊆ {0, 1}n
????
3. ???? x????? c?????????????? F (c, x)??????
F (c, x) = x⊕ c (2.1)
4. F (c, x)???????????????????? c?????????? x????
????????????? h???? c????? h(c)?????????????
• ????
1. ??????? X ′ ?????????????? x′ ⊆ {0, 1}n ??????????
???????
2. ?????????????? F (c, x) ??????x′ ? F (c, x) ?????????
????? $? x? x′ ???????
x′ ⊕ F (c, x) = x′ ⊕ x⊕ c = $⊕ c = cˆ (2.2)
3. $???????????? cˆ = c??????????????? cˆ #= c??????
?????????? h???? cˆ?????h(cˆ)????
4. ?????????????? h(c)???? h(cˆ)????????????$????
????????? x? x′ ??????? d?m???????????h(cˆ) = h(c)







• c??????????? F (c, x)?? x???????????????F (c, x)????





































































































































1 × × ?
2 × ? ×
3 × × ×














User ID User ID 
S F 
⊕ M =B⊕F 
? 3.2 ?????????????????????
1. ??? S ???? P ?????????S????????????P??????????
2. ???????? User ID?????????????????
3. ?????????????????????????????
4. ????????????????? B ??????
5. ???? S ?????????????? F ?????????????????????




6. ???? B ? F ????????????????M ??????????????
B ⊕ F =M (3.1)
7. ???????????? S ??????


















User ID User ID 
M ⊕S 
Sign(S, R) R 
Verify(P, Sign(S, R)) 
OK/NG 
? 3.3 ?????????????????????
1. ???????? User ID??????
2. ???? User ID????????M ??????
3. ??????????M ?????????????
4. ??????????????????????????




6. ???????????????M ????? B′ ???????????$? B ? B′ ?
??????
B′ ⊕M = B′ ⊕B ⊕ F = $⊕ F (3.2)
7. $?????????????????????????? S ???????
8. ?????? R?????Challenge Code???????????????
9. ??????????? S ??? R???????? Sign(S,R)????
10. ??????? Response??? Sign(S,R)??????????
11. ???? Sign(S,R)???? P ??????? R??????????????????
?????????
3.2.3 ???????????
? 3.2???? $⊕ F ?????? S ?????????????????????????
??????????????????????????
?????????????????????????????????? B???????
?? B′ ??????????????4.3?????????? S ????? k???????





一致数 消失誤り数  








????3.3????3.4???? e ???????3.5????????5 ???????????
??????????3.5??????? S ????????????
k + g = mt +mf + e (3.3)
2mf + e+ 1 ≤ g + 1 (3.4)















































































 cosθr −sinθr 0sinθr cosθr 0
0 0 1
×
 xi − xr−(yi − yr)
θi − θr
+





























???m?????????? T1????? Tm ????????m???????????
??????????????????????? n?????????? Q1????? Qn ?
??????? n??????????????????????????????m× n??
???????????????????????????
1 1 0 1 ・・・ 0 1 
1 1 0 1 ・・・ 0 1 
1 1 0 1 ・・・ 0 1 
1 1 0 1 ・・・ 0 1 



















?????? NHD(Normalized Hamming Distance)[11] ??????????????
?????? Tx ??????? Qy ??????????mt?Tx ? Qy ?????????
??? mf ?????????????????????????????????????











































× × × 
・・・ 
θ1=15 θ2=14 θ8=13 
× × × 
φ1=21 φ2=20 φ8=20 














??? ? 100?? 30?
1????????? 8
???????? 240
1. ??????? 8??????????????????????? 1??????
2. ????????????????????????????????????????
• ??????????????????
1. ??????? 8??????????????????????? 2??????

































































???????? 388 × 374 [pixel]
????? optical sensor ”TouchView II” by Identix
??????????????????? NFIS2[13]
???????????????????????????? 4.9????????????





































































????????????????? 4.10???????????????? (538.9, 538.9)??
??????????????????????????? 4.12 ??????????? 4.12
???????????????????????????????????????????
???????????????????????????????????? 4.13????




















































































Md : ??????????????? d?????????????
|Md| : ??????? d????????????
Ak : k ?????????
|Ak| : k ????????
Dk : ????????????? k ????????????????
Ck : ????????????? k ?????????????
Rk : k ????????
2. ????????? N ???????????????????????????????








































3. 1??????????????? 4.19????1???????? 1??? 4.3?????
?????????????????D1 ? R1 ?? 4.4????????????????
????????????????????????|Md| ? N ??? 4.5 ???????
4.4?? 4.5???1???????? R1 ?????
|A1| = 1 (4.3)
D1 = R1 (4.4)
D1∑
d=0











4. k?????????? 4.20????k???????? 4??? 4.6??????????
?????????????????????????????????? 4.7??????











|Ak| = 4 (4.6)
Dk∑
d=Dk+1








5. k ???????? Rk ??????????? 4.9??????????Rk ??????1
?????????? k − 1???????????????Rk ??????1?????
???? Rk ? 1/3????????????????????????????????
?????????




6. Rk ???????????????????? Ck ??????????????????
?????????? 4.10??????? 4.10??????????Rk ????????
??????????????????????????Rk ???????????? 4.10
???????????? 4????????????? Ak ??? 1?????????






























???? r ?????????? d/r ??????
d r = 2.0
d
r









? 4.21???????? d/r = 2.0??????????????????????????
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  0≦θ＜ 8  → 00 
 8≦θ＜16  → 01 
16≦θ＜24 → 10 
24≦θ＜32 → 11 
マニューシャと円形エリアを照合!
1 2 3 4 
5 6 7 8 
9 10 11 12 
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ビットスケールに従ってビットを出力 
10 
01 00 11 11 



















???????????????????? FVC2002[12] ????? 5.1 ???????






???????? 388 × 374 [pixel]






?????Rule of 3[18] ??????????????? 3/350 = 0.00857 · · ·?? 1% ????

















2 ∼ 3?? GF (22)
4 ∼ 7?? GF (23)
8 ∼ 15?? GF (24)
16 ∼ 31?? GF (25)















































??????????????????????????????????????? 1.0 ∼ 3.0
??? 0.2???????????????????????????????????????
??????? 345???????? 8??????????????????? 5.4????
? 5.4 ????????????????
?????? 345?
???? 1.0 ∼ 3.0 (0.2??)
????? 8??
?????
???? 1, 0 ∼ 3.0???????????????? 4????????????????
– 49 –
? 5? ??????




















































































?????? 2???? 16????????????????????????? 5.4???
?????????? 5.5 ????? ROC ????? 5.5 ????????????? 10 ?











































































































































? 5.7 ??????? 10????????
????? ????? ????? ????? ????? ?????
2?? 0.98 0.709 10?? 0.94 0.013
3?? 0.97 0.304 11?? 0.92 0.009
4?? 0.96 0.162 12?? 0.92 0.007
5?? 0.96 0.093 13?? 0.92 0.005
6?? 0.96 0.065 14?? 0.89 0.004
7?? 0.95 0.039 15?? 0.91 0.002
8?? 0.96 0.026 16?? 0.88 0.001
9?? 0.95 0.020
???






























































































































































????????????????? 91 ???????? 4 ???????????????
5.2?????????????????????????? 1.2??????????????
???????????????????????????????????? 345?????























?????????? ?????? ???? ?????
1 ?????? 85? 2.0 4??
2 ???????????? 91? 1.2 4??
3 ???????????? 345? 1.2 4??































































???????????????? 85??? 4???? 345???????????????
???????
???????????????????????? 4?????????????????
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1 1 0 1 ・・・ 0 1 
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??????? 1??|A1| = 1?????????
???1?????????D1?R1?D1 = R1
??????????????????|Md|?N












|Md| = B × |A1| (2)
4. k?????????? 9????k??????
?? 4??|Ak| = 4????????????(2)
????? (3)??????????|Ak| = 4?
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(FMR, FNMR) (0.02, 0.057)
FMR100[10] FNMR = 8.8[%]
?????????????????EER? 5????
??????? 12????????FMR? FNMR?















一致数 消失誤り数  





















(FMR, FNMR) (0.02, 0.037)
FMR100[10] FNMR = 6.5[%]














mf ??? 10????????????? 10×4 = 40?
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